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I. Introduction 

Conducting an internal investigation is an often necessary response by a company to 

allegations of corporate or employee misconduct, particularly in this era of Dodd-Frank 

whistleblowers.  If it is determined that an internal investigation is necessary, the work must be 

done thoroughly, effectively, timely, and in an independent manner designed to avoid allegations 

of a cover-up. If wrongdoing is confirmed as a result of the investigation, decisions must be 

made by the company as to what steps to take, such as self-reporting to the Government, 

discipline of employees and changes to compliance procedures.  This paper discusses the 

necessary components of an effective internal investigation, and provides some examples of 

what can happen when an investigation goes wrong. 

This paper is particularly timely given the increasing need for internal investigations as a 

result of, among other things, new whistleblower regulations, as well as the high profile nature of 

many recent internal investigations, such as those at Penn State, Wal-Mart, JPMorgan Chase and 

News Corp.   Put simply, in today’s climate of active scrutiny of corporate activities, a company 

is expected to conduct an internal investigation at the first whiff of trouble. 

 

II. How to Conduct an Effective and Efficient Internal Investigation 

A. Actions that May Trigger an Internal Investigation 

1. Whistleblower 

a. Dodd-Frank 

b. False Claims Act 

2. Employee complaint/Anonymous tip on confidential hotline 

3. Government subpoena or investigation  

4. Auditor 

a. Section 10A of the Securities Exchange Act of 1934 (15 U.S.C. 

§78j-1) 

5. Shareholder complaint - threatened or actual derivative action 

6. Customer or vendor complaint 

7. Industry-wide issue 

8. New regulations or statutes 

9. Media story 
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B. Preparing for and Structuring the Investigation 

1. Do not turn a blind eye to corporate misconduct 

a. Is the complaint specific, detailed and appears to have merit, or is 

it vague and general? 

i. Consider credibility of person making allegations as well as 

nature, gravity and target of allegations 

b. If misconduct is apparent, or allegations appear credible, the 

company must promptly conduct an investigation and then stop the 

misconduct immediately -- not simply bury it 

i. Penn State 

c. Sarbanes-Oxley (“SOX”) Section 307 requires that in-house 

counsel seek to ensure that a company takes appropriate steps in 

response to allegations of wrongdoing 

i. Can SOX certifications of financial statements/public 

filings be made absent an internal investigation? 

2. Does the Board have a duty to investigate the claim? 

a. Board has a duty of care to the company to have an investigation 

conducted when there are credible allegations of serious 

misconduct 

i. Under Caremark, 698 A.2d 959 (Del. Ch. 1996), a director 

may be liable for breach of that duty of care 

3. Who within the company needs to be apprised of the investigation? 

a. Options - Board, CEO, General Counsel, head of compliance, 

corporate security, inside auditor, outside auditor 

4. Who within the company will be responsible for overseeing the 

investigation? 

a. Often, oversight is by Audit Committee or Independent Special 

Committee of the Board  

i. Resolution - outside counsel retained to conduct 

investigation,  render legal advice and prepare report 

ii. Retention letter - discuss allegations under review and 

scope of investigation, and confirm rendering of legal 

advice 
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iii. Under Section 301 of SOX, Audit Committee has authority 

to retain its own counsel 

b. Legal or Compliance 

c. A member of Senior Management 

i. Consider risks  

d. Those overseeing the investigation must be conflict free 

5. Determine the scope and goals of the investigation 

a. Create an investigative plan 

i. Refer to known litigation or allegations, persons likely to 

have knowledge and whether purported misconduct may be 

ongoing 

ii. Purpose of investigation  

 Must be done for a valid purpose, not because of 

corporate politics or to retaliate 

 To provide legal advice to Audit Committee or 

Independent Special Committee 

iii. Define scope and process of investigation 

iv. Track progress of investigation 

v. Emphasize need for confidentiality 

vi. Company employees should report through attorneys 

b. Is the company’s compliance/ethics program being followed? 

i. Employees who refuse to cooperate can usually be fired 

c. No retaliation against whistleblowers 

d. Employees must feel comfortable reporting criminal/improper 

conduct 

6. Can the investigation be done internally by Legal or Compliance? 

a. Is there the necessary independence, experience and resources? 
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 Is in-house counsel too close to the problem to be 

able to investigate it? 

 Is in-house counsel likely to be a witness? 

b. Will the attorney-client privilege be compromised? 

i. Yes, if investigation is viewed as a fact-finding inquiry to 

provide business advice, and not as one for purposes of 

providing legal advice 

c. Will there be suspicion of a cover-up or an investigation that 

serves as mere “window dressing,” or will the investigation be 

considered credible and reliable? 

i. Company’s actions will be very closely scrutinized. 

ii. Do the allegations involve members of senior management 

or a company-wide practice? 

iii. Wal-Mart’s initial investigation into Mexican bribery 

allegations was cut short, and the company has been 

severely criticized 

 A former Wal-Mart de Mexico attorney contacted 

company executives at its Bentonville, AR 

headquarters and told them how Wal-Mart de 

Mexico had routinely bribed Mexican officials 

 The attorney had been in charge of obtaining 

building permits throughout Mexico, and his 

allegations raised concerns among Wal-Mart’s 

senior management and prompted an internal 

investigation 

 Nevertheless, even though the investigation found 

significant evidence supporting the attorney’s 

claims, Wal-Mart’s leaders shut down the 

investigation in 2006, and Government authorities 

were never notified 

 It wasn’t until The New York Times began asking 

questions within the past year that a new 

investigation was begun 

7. Benefits of hiring experienced, independent outside counsel 

a. Independent, unbiased viewpoint 
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i. Generally, do not use the company’s regular outside 

counsel -- could lead to allegations of a 

“whitewash”/potential conflicts of interest/may be a fact 

witness 

 Enron, Global Crossing, Broadcom 

ii. Use a law firm with few, if any, ties to the company 

b. Use someone with significant experience in conducting internal 

investigations 

c. Attorney-client privilege and work product doctrine are protected 

d. Outside counsel retains investigators and forensic accountants, and 

privilege will be preserved by having the experts sign retention 

agreements establishing that their engagement is intended to 

provide assistance so that outside counsel can render legal advice 

e. Unless there is a conflict, in-house counsel can assist outside 

counsel 

8. Anticipated costs and budget 

9. Public relations 

a. Consider retaining crisis management expert early on if warranted 

by allegations 

10. Insurance  

a. Do D&O or E&O policies cover the costs of the investigation? 

i. If so, a claim must be made to the insurer promptly 

C. Conducting the Investigation 

1. Hold notice must be issued immediately 

a. Briefly describe the reason for the hold notice 

b. Relevant documents, both electronic and hard copy, must be 

located and preserved 

c. Suspend routine document destruction policies that could result in 

inadvertent destruction of relevant documents 

d. Relevant documents may not be destroyed by employees 
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i. Cooperation of employees is essential 

e. Supplement hold notice as necessary 

2. Gathering of relevant documents 

a. Determine who are the likely sources of relevant documents 

i. Obtain confirmation that these individuals are preserving 

relevant documents 

b. Retention of qualified IT vendor for electronic documents 

i. Image employee hard drives 

ii. Preserve information stored on electronic servers  

iii. Keyword searches 

c. Gather relevant hardcopy documents 

i. Bates-stamp and store in secure location 

ii. Note custodians of particular records 

d. Protect privileged and confidential information 

3. Witness interviews  

a. Should the employee be told about topics of discussion and be 

permitted to review relevant documents before the interview? 

i. Generally yes, unless there are concerns of obstruction of 

justice or witness tampering 

b. Who conducts / attends the interview? 

i. At least two people should conduct the interview so one 

can take notes and testify as a witness if necessary 

ii. Should internal counsel be present? 

c. Employee should be advised as to the general nature of the 

investigation and expectation of cooperation 

d. Employee should be advised that he or she must keep the interview 

confidential 

e. Upjohn warnings 
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i. Attorney conducting the interview represents the company, 

or the Special Committee, not the individual being 

interviewed 

 Be careful not to violate Model Rule of Professional 

Responsibility (“RPC”) 4.3, entitled “Dealing with 

Unrepresented Person” which requires that (a) a 

lawyer who knows or should know that an 

unrepresented person misunderstands the lawyer’s 

role must attempt to correct the misimpression, and 

(b) a lawyer cannot give legal advice to an 

unrepresented person. 

 Similarly, pursuant to RPC 1.13(f), entitled 

“Organization As Client,” in dealing with a 

company’s directors, officers and employees, a 

lawyer must explain the identity of the lawyer’s 

client when the lawyer knows or should know that 

the company’s interests are adverse to the interests 

of the person that the lawyer is dealing with. 

 Some commentators believe that the attorney should 

also tell the interviewee that he or she may obtain 

counsel if they wish, particularly if it appears to the 

attorney that the company and the employee are or 

may have potentially adverse interests 

ii. Contents of the interview are protected by the attorney-

client privilege, but the privilege belongs to the company, 

not the individual being interviewed 

iii. Information being provided by the witness may be 

disclosed to the Government, a regulator or another third 

party pursuant to a waiver of the attorney-client privilege 

by the company 

iv. Absent an effective Upjohn warning, as is discussed further 

below, the interview could be subject to a claim that the 

attorney-client privilege belongs to the employee who was 

interviewed 

v. If an employee claims the privilege it could derail the 

company’s or Special Committee’s ability to waive the 

privilege and disclose to the Government or other third 

parties information obtained during the interview 

f. Memo of interview  
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i. Include discussion of Upjohn warning 

ii. Not verbatim / weave in thoughts and impressions to ensure 

attorney work-product doctrine applies 

iii. Flag the memo as confidential and subject to attorney-client 

privilege and work-product doctrine 

g. What if employee needs / requests an attorney? 

i. Company’s attorney doesn’t represent the employee and 

can’t provide employee with legal advice, including 

whether the employee needs personal counsel 

ii. Consider adjourning the interview if employee asks about 

personal representation 

iii. Indemnification of employee’s attorney’s fees if permitted 

by company’s by-laws 

 May want to approve selection of counsel 

iv. Joint Defense Agreement 

 But are the employee’s interests adverse to the 

company? 

h. Issue of outside counsel as witness 

i. May arise during civil or criminal litigation if contents of 

statements a witness made to the attorney are in dispute 

i. Lying to the  attorney conducting the interview could be deemed to 

be obstruction of justice if there is an ongoing Government 

investigation and the witness knows his/her statements may be  

shared with the Government 

i. Computer Associates case 

4. Conduct a Thorough, yet Prompt, Investigation  

a. Although the investigation usually will have a sense of urgency, 

make sure that it is done in a thorough and complete manner 

b. A prompt investigation, and “first in the door” disclosure to the 

Government, is necessary to possibly obtain immunity in the 

context of federal antitrust cases 

5. Reporting the results of the investigation 
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a. Is an interim report necessary? 

i. Periodic oral updates should generally be made to the client 

b. Oral v. written final report 

i. Written report, particularly if disclosed to Government, 

could be discoverable in civil litigation against company 

ii. Conflicting court opinions on whether company and 

Government share a common interest 

c. Contents of final report 

i. Identity of client 

ii. Purpose of investigation 

iii. Manner in which investigation was conducted 

iv. Evidence obtained 

v. Conclusion and recommendations 

d. Who should the final report be presented to within the company? 

6. Remedial actions 

a. Discipline 

b. Termination 

c. Remediation and compliance plan 

d. Training 

e. Have the improper/illegal practices actually stopped? 

7. Disclosure of Investigation 

a. Voluntary disclosure to Government or self-regulatory 

organization 

i. Pros:  Cooperation credit and the potential to shape the 

scope of any Government investigation 

 Could mean the difference between an indictment, 

and a non-prosecution or deferred prosecution 

agreement              
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ii. Cons:  Exposure to potential criminal or civil liability, 

Government oversight, and reputational harm 

iii. Absent disclosure, will the Government ever become aware 

of the issue?   

 But keep in mind the incentives to whistleblowers. 

iv. Consider which Government entity should receive the 

company’s disclosure, i.e., the DOJ’s FCPA Unit for FCPA 

matters and the Antitrust Division for antitrust cases, where 

first company in the door may get immunity 

v. Does the company agree to waive the attorney-client 

privilege? Will disclosure of the internal investigation 

report be deemed a waiver of the attorney-client privilege? 

vi. Prepare a written agreement for execution by Government 

acknowledging confidential nature of information being 

disclosed, and seek to preclude disclosure by the 

Government to third parties 

b. Public company reporting requirements 

i. Regulation S-K of the Exchange Act requires that, if  

management “reasonably expects” that the improper 

conduct has had or will have a material impact on the 

company’s financial statements, it must be publically 

disclosed in an SEC filing 

c. Does a Suspicious Activity Report need to be filed? 

8. Disclosure to the company’s external auditor if required by auditor 

 

III. Lessons Learned From Investigations That Went Off Course 

A. Le-Nature’s, Inc. 

1. Background 

a. This internal investigation resulted in a $500 million lawsuit filed 

by the liquidation trustee of Le-Nature’s, Inc. (“Le-Nature’s” or 

the “the company”), a bankrupt Pennsylvania beverage company, 

against the law firm that conducted the investigation and the 

accounting firm retained to assist the law firm. 
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i. The background of the investigation: 

 In August 2003, Le-Nature’s Chief Financial 

Officer, Chief Accounting Officer and Chief Credit 

Officer resigned, disclosing their suspicions that the 

CEO was engaging in improper conduct and 

financial improprieties, including denying them 

access to documentation supporting the company’s 

general ledger 

 Upon learning of the resignations, the company’s 

outside auditor requested that the company “engage 

immediately competent independent legal counsel 

to conduct a thorough and complete investigation of 

the allegations” 

 The Board of Directors appointed a Special 

Committee (3 independent Board members) to 

investigate the financial managers’ claims 

 The Special Committee retained a well-respected 

law firm to conduct an internal investigation, and 

the law firm, in turn, retained an accounting firm to 

assist it 

 In December 2003, 3-1/2 months after being 

retained, the law firm provided the Special 

Committee with its final report 

ii. The trustee alleged that the internal investigation was 

wholly deficient as a result of the failure to detect a 

massive financial fraud at the company, and sued the law 

firm for, among other things, legal malpractice. 

iii. The crux of the trustee’s claim: 

“This action stems from the stunning failure of [the 

law firm] and [the accounting firm] – specifically 

retained to examine serious and credible concerns 

that had been leveled by the senior financial officers 

of the Company regarding suspicions of improper 

conduct by a member of the company’s senior 

management – to conduct an even minimally 

competent investigation.”  (emphasis added) 
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iv. The Trustee also alleged: 

“That [investigative] failure is all the more 

egregious because, at the time the Investigation was 

conducted, a massive fraud was being perpetrated 

and Defendants had been presented with a virtual 

road map of red flags concerning the fraud – all of 

which were recklessly ignored, dismissed or 

discounted in highly unreasonable and reckless 

reliance upon the representations of the 

wrongdoers.  As a result of the gross misconduct 

and other wrongdoing of the Law Firm Defendants 

and the Accounting Firm Defendants, the 

wrongdoers retained their senior management 

positions within Le-Nature’s and were able to 

continue perpetrating their massive fraud, which 

resulted in damages to the Company of more than 

$500 million.”  (emphasis added) 

2. Key Facts Alleged By The Trustee 

a. The Lead Attorney’s Lack of Investigative Experience 

i. The law firm's lead attorney represented to the Special 

Committee that "he personally possessed precisely the type 

of investigative experience required by the Special 

Committee."  Nevertheless, on the first day of the 

engagement, he directed the law firm's librarian to obtain 

copies of articles discussing how internal corporate 

investigations should be conducted. 

 The lead attorney was a corporate lawyer, not a 

white collar lawyer experienced in conducting 

internal investigations.  This lawyer dictated the 

manner in which the investigation was conducted 

and determined its scope. 

 The law firm did not assign a white collar lawyer to 

the case. 

b. The Law Firm Allowed Le-Nature’s CEO, who was allegedly the 

primary wrongdoer, to Play an “Integral Role” in the Investigation 

i. The law firm became "beholden" to the CEO, and treated 

him as the client, even though the Special Committee of 

Le-Nature’s Board was the actual client 
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ii. All document requests to the company were submitted 

through the CEO, who also had exclusive control over the 

documents that were produced 

iii. The CEO was provided with a description of the topics to 

be discussed prior to witness interviews, enabling him to 

coach witnesses 

iv. The CEO was permitted to (a) preclude any interviews of 

certain employees and third-party witnesses (including all 

customer interviews), even though many of those witnesses 

possessed material information, and (b) preclude follow-up 

interviews of other witnesses 

v. The CEO was given a draft of the law firm’s investigative 

report before it was finalized, giving him the opportunity to 

(a) "discredit the resigning managers," (b) "fabricate 

justifications designed to conceal his fraudulent conduct," 

and (c) discuss the draft report with the company's Board 

c. A Failure to Obtain Third-Party Documentation 

i. The law firm failed to obtain independent third-party 

documentation regarding suspicious financial transactions 

 The CEO's denial to Le-Nature's financial managers 

of access to documentation supporting the 

company's general ledger "should have underscored 

the critical importance and absolute necessity of 

obtaining independent corroboration of material 

facts" 

ii. The law firm improperly relied on uncorroborated, 

"disingenuous and incredible" representations made by 

suspected wrongdoers, and "clearly inauthentic" documents 

received from them, including the CEO 

d. Key Red Flags 

i. Incomplete/inaccurate documentation for $ millions in 

equipment deposits 

ii. No documentation for $ millions in "trade credits," which 

later turned out to be fictitious 

iii. Indications of falsified bills of lading 
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iv. A supplier/customer for bulk tea appeared to be one and the 

same 

v. Large wire transfers on last day of each month for even 

amounts, and inadequately documented wire transfers 

vi. Lack of a written contract between the company and its 

sole bulk tealeaf supplier; the CEO claimed there was a 5-

year oral agreement 

e. The Law Firm Failed to Conduct a Thorough and Complete 

Investigation 

i. The law firm limited the internal investigation to the review 

of “a number of discrete transactions” even though the 

financial managers’ “explicit warnings and disclosures, 

along with the red flags of misconduct, explicitly signaled 

the potential for widespread fraud and not simply some 

limited, discrete or isolated accounting irregularities.” 

f. Examples of Egregious Financial Improprieties 

i. Financial statements that inflated inventory by listing the 

company's tea stockpiles at $19/lb., "when, in fact, anyone 

familiar with the beverage industry (on making the 

appropriate or required inquiry) knew or should have 

known that tea sells wholesale at $.50 to $1.50 a pound" 

ii. Difference between the company's publicly reported and 

actual sales in 2002:  reported sales, $135 million; actual 

sales, $2 million 

g. The Final Report 

i. The report was a "grossly misleading whitewash report 

absolving the CEO and other suspected wrongdoers of any 

improper conduct" 

 As the report stated:  "Counsel found no evidence of 

fraud or malfeasance with respect to any of the 

transactions" 

 This same conclusion was included in a draft report 

prepared almost one month before the final report, 

before the law firm had completed its interviews 

and before it had received all requested documents 
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ii. During the 3-year period after the wrongdoers were granted 

a "clean bill of health," they "proceeded to waste hundreds 

of millions of Le-Nature’s dollars on unnecessary capital 

expansion projects - and outright stole tens of millions of 

additional dollars from Le-Nature’s" 

h. The Fraud is Uncovered and Criminal Charges are Brought 

i. In late 2006, about 3 years after the law firm’s final report 

was issued, a separate investigation by a forensic 

accounting firm quickly uncovered a massive fraud, Le-

Nature’s was forced into bankruptcy, and its assets were 

liquidated. 

ii. Several of Le-Nature’s officers were indicted and either 

pled guility or were convicted of fraud charges 

iii. Le-Nature’s founder and CEO was convicted of fraud and 

received a 20-year sentence 

3. Legal Theories And Defenses in the Trustee’s Case  

a. In September 2009, the company’s liquidation trustee filed a 

lawsuit against both the law firm and the accounting firm that had 

conducted the 2003 investigation. 

b. The Trustee’s Primary Legal Claims 

i. Legal Malpractice  

ii. Breach of Contract 

iii. Breach of Fiduciary Duty 

iv. Negligent Misrepresentation 

c. The Law Firm’s Primary Defenses 

i. The law firm did not represent the company, only the 

Special Committee, so the company itself could not bring a 

legal malpractice claim due to lack of privity 

ii. The in pari delicto defense barred the trustee's claims 

because the CEO's wrongful conduct is imputed to the 

company 

iii. The trustee's claim, which was really for "deepening 

insolvency," did not allege a cognizable injury 
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iv. Lack of proximate causation 

v. The complaint did not identify any actionable 

misrepresentations by the law firm, only subjective 

opinions 

d. The Trial Court Dismisses the Trustee’s Lawsuit 

i. In December 2010, the court dismissed the Trustee’s cause 

of action for attorney malpractice for two reasons:  (a) the 

absence of any duty owed by the law firm to the company, 

as opposed to the law firm’s client the Special Committee, 

which represented the interests of the holders of the 

company’s preferred stock, and (b) the absence of any 

losses, as Le-Nature’s was already bankrupt and the court 

rejected the Trustee’s “deepening insolvency” argument. 

ii. The court also rejected the Trustee’s breach of contract 

claim against the law firm, noting that the law firm’s 

retention letter was with the Special Committee, which was 

its sole client, and that it owed no duties to the company 

itself. 

e. The Appellate Court Reverses the Trial Court 

i. The appellate court, in a decision filed on May 14, 2012, 

determined that the investigation was conducted by the law 

firm on behalf of the company.  The appellate court made 

that determination by focusing on the initial Board 

resolution, which authorized the law firm’s retention, as 

well as an engagement letter between the law firm and a 

financial expert which indicated that the investigation was 

being conducted on behalf of Le-Nature’s 

ii. The appellate court also held that when the Special 

Committee retained the law firm it was acting on behalf of 

the Board, and that the Board, in turn, was acting on behalf 

of the company 

iii. Accordingly, the appellate court determined that there was 

in fact an attorney-client relationship between the company 

and the law firm. 

iv. The law firm has appealed the appellate court’s decision to 

the Supreme Court of Pennsylvania, claiming that the 

ruling will result in uncertainty in the defining of attorney-

client relationships, and will make it more difficult for a 

law firm to structure an attorney-client relationship that 
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precludes a later finding that the firm represented, not the 

entity with whom it signed a retainer agreement, but rather, 

a third party  

4. Lessons Learned 

a. Utilize an Experienced White Collar Attorney who has proper 

support 

i. The lead attorney on any complex internal investigation 

involving allegations of fraud or financial improprieties 

should be a white collar lawyer experienced in conducting 

such investigations 

 RPC 1.1, entitled “Competence,” provides: “A 

lawyer shall provide competent representation to a 

client.  Competent representation requires the legal 

knowledge, skill, thoroughness, and preparation 

reasonably necessary for the representation.” 

ii. Other lawyers at the firm with expertise in those areas 

relevant to the investigation (e.g., attorneys with corporate,  

transactional or finance backgrounds) should be utilized to 

support the lead white collar attorney 

iii. Outside consultants such as accounting, investigative and 

IT firms should also be utilized as necessary 

iv. The attorney needs to know, or learn about, the industry 

that the company operates in 

b. Ensure that the Investigation is Truly “Independent” 

i. The law firm should report only to the client that retained 

it, usually the Audit Committee or a Special Committee of 

the Board, to which it owes a duty of "undivided loyalty" 

ii. Conversely, the law firm should not report to the 

company's management or the suspected wrongdoers 

iii. Exercise "professional skepticism" concerning any 

explanations provided by suspected wrongdoers 

c. Ensure that the Investigation is Thorough and Complete 

i. Ensure that the results of the investigation are not 

predetermined by a too narrowly defined scope 
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ii. Go wherever the evidence takes you - follow the 

evidentiary trail to its end 

iii. Conduct all necessary interviews of witnesses, both inside 

and outside of the company, and complete all required 

follow-up interviews 

iv. Obtain all necessary company and third-party 

documentation 

v. If too many impediments block the investigation, the law 

firm should either walk away - after reporting its concerns 

to the Board committee and/or the full Board - or it should 

fully discuss the impediments and their effect on the 

investigation in its report 

B. William Ruehle/Broadcom Corp. 

1. This case arose out of an alleged stock options backdating scheme at 

Broadcom, a Fortune 500 company based in Irvine, CA that provides 

semiconductors for both wired and wireless communications.  As a result 

of the scheme, Broadcom ultimately had to restate its earnings to account 

for about $2.2 billion in added stock-based compensation expenses 

a. The central figure in the case was Broadcom’s former Chief 

Financial Officer (“CFO”) William Ruehle 

2. On May 18, 2006, the Audit Committee of Broadcom’s Board retained a 

prominent law firm to conduct an internal investigation of the alleged 

stock options backdating 

a. The law firm had previously represented both Broadcom and 

individual Broadcom employees, including Ruehle, in various 

matters over several years. 

3. Two civil actions are filed 

a. On May 25, 2006, a shareholder derivative action was filed in 

California federal district court concerning Broadcom’s stock 

options practices.  Ruehle and various other Broadcom officers, 

directors and employees were named as defendants.  

b. The next day, May 26, 2006, in a California state court civil action, 

an amended complaint was filed, and it included allegations 

concerning Broadcom’s stock options practices.  Once again, 

Ruehle was named as a defendant. 
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c. The law firm retained by Broadcom to conduct the internal 

investigation was also Ruehle’s counsel in both civil actions. 

4. The law firm interviews Ruehle as part of the internal investigation.   

a. The law firm interviewed Ruehle several times during the internal 

investigation, starting on June 1, 2006, about Broadcom’s stock 

options practices. 

i. The two law firm attorneys who conducted Ruehle’s first 

interview testified that they did provide an Upjohn 

warning, but their notes did not describe the warning, and 

Ruehle didn’t recall such a warning 

ii. Ruehle was admittedly not given an Upjohn warning in any 

of his subsequent interviews 

5. This law firm discloses the substance of Ruehle’s interviews to 

prosecutors following his indictment 

a. The U.S. Attorney’s Office in Los Angeles, as well as the SEC,  

opened investigations into Broadcom’s alleged backdating of its 

stock options  

i. At some point the law firm disclosed to the U.S. Attorney’s 

Office the substance of Ruehle’s discussions with its 

attorneys during the internal investigation, without 

Ruehle’s knowledge or consent 

ii. Ruehle was indicted in June 2008, and the indictment was 

premised on the options backdating charges 

6. Ruehle Moves to Suppress the Use of His Statements on Grounds of 

Attorney-Client Privilege 

a. Prior to trial the prosecutors turned over to Ruehle’s attorneys 

copies of FBI investigative reports that contained the substance of 

Ruehle’s communications with the law firm’s attorneys 

i. The prosecutors indicated that they intended to use 

Ruehle’s statements against him at trial 

b. Ruehle’s counsel claimed that the communications from Ruehle 

that the law firm had provided to the FBI were subject to Ruehle’s 

attorney-client privilege, and moved to suppress 

i. In court filings Ruehle noted as follows: 
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 When the law firm interviewed him during the 

internal investigation, they also represented him 

individually in two civil cases involving the same 

allegations 

 Thus, the law firm represented both Broadcom’s 

Audit Committee and Ruehle individually in cases 

involving the same subject matter 

 The reasonable belief of the purported client, i.e.,  

Ruehle, rather than that of the attorney, controls in 

determining whether a party holds the privilege 

 Therefore, because Ruehle reasonably believed that 

(a) the law firm represented him individually at the 

time of interviews, and (b) the interviews were 

conducted to further his individual representation, 

Ruehle held the privilege as to these 

communications irrespective of what the law firm’s 

attorneys believed  

7. The District Court Rules in Ruehle’s Favor Following a 3-Day Evidentiary 

Hearing 

a. Ruehle had a “reasonable belief” that the law firm represented him 

at the time of the interviews, and never gave the law firm written 

consent to disclose the information to third parties such as the 

Government 

b. The court was clearly upset at the law firm’s actions: 

The ramifications of .  .  .  this finding .  .  . are 

pretty serious.  They’re serious in that Mr. 

Ruehle has had his privileged information 

disclosed and there is nothing I can do to get that 

back. 

And I regret that, sir.  And as an officer of the 

Court, I apologize that that happened to you. 

I also feel sorry for Broadcom because 

Broadcom .   .   . will not get the full benefit of 

cooperation with the government. . . . 

c. The court suppressed Ruehle’s statements and even went so far as 

to refer the law firm to the State Bar of California for possible 

disciplinary action 
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i. The court found that the law firm had violated its duty of 

loyalty to Ruehle, with potentially severe consequences to 

him 

ii. The court focused on the prohibition of representing more 

than one client in a matter where the clients’ interests 

potentially conflict, in violation of California Rule of 

Professional Conduct 3-310(C).  

iii. It was in Ruehle’s interest to be candid with his attorneys, 

even to the point implicating himself in wrongdoing; 

conversely, it was in Broadcom’s interest to blame Ruehle 

for any misconduct by claiming that he was a rogue 

employee who acted without the company’s knowledge or 

consent. 

8. The Government Appeals, and the Ninth Circuit reverses the District 

Court’s Decision in December 2009 

a. The Ninth Circuit did accept the district court’s holding that an 

attorney-client relationship existed between Ruehle and the law 

firm  

b. The Ninth Circuit held, however, that Ruehle’s statements weren’t 

privileged because they weren’t made with the expectation of 

confidentiality. 

i. The Ninth Circuit noted that Ruehle had actively taken part 

in the internal investigation and acknowledged several 

times that the investigation’s results were expected to be 

provided to third parties, including Broadcam’s outside 

auditors, who were conducting a review of the company’s 

financial statements 

ii. As the CFO of a multi-billion dollar public company, 

Ruehle could not “credibly claim ignorance of the general 

disclosure requirements imposed on a publicly traded 

company with respect to its outside auditors or the need to 

truthfully report corporate information to the SEC.” 

iii. Therefore, Ruehle could not credibly argue that he had a 

reasonable belief that any statements he made during his 

interviews with the law firm were confidential 

iv. The Ninth Circuit did not exonerate the law firm, however, 

simply holding that the law firm’s “allegedly 

unprofessional conduct in counseling Broadcom to 

disclose, without obtaining written consent from Ruehle, 
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while troubling, provides no independent basis for 

suppression of statements he made.” 

9. Lessons Learned 

a. Be particularly careful about the risks associated with a law firm’s 

joint representation of the Special Committee and company 

employees during an internal investigation 

i. If it is at all likely that a conflict of interest could arise, any 

joint representation should be prohibited 

ii. RPC 1.7, entitled “Conflict of Interest: Current Clients,” 

provides: 

(a)  Except as provided in paragraph (b), a 

lawyer shall not represent a client if the 

representation involves a concurrent conflict 

of interest.  A concurrent conflict of interest 

exists if: 

(1)  the representation of one client will be 

directly adverse to another client; or 

(2) there is a significant risk that the 

representation of one or more clients will be 

materially limited by the lawyer’s 

responsibilities to another client, a former 

client or a third person or by a personal 

interest of the lawyer. 

(b) Notwithstanding the existence of a 

concurrent conflict of interest under 

paragraph (a), a lawyer may represent a 

client if: 

(1)  the lawyer reasonably believes that the 

lawyer will be able to provide competent 

and diligent representation to each affected 

client; 

(2)  the representation is not prohibited by 

law; 

(3)  the representation does not involve the 

assertion of a claim by one client against 

another client represented by the lawyer in 
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the same litigation or other proceeding 

before a tribunal; and  

(4) each affected client gives informed 

consent, confirmed in writing. 

b. Do not use the company’s regular outside counsel to conduct an 

internal investigation 

c. Provide a detailed, complete Upjohn warning to everyone 

interviewed, and be consistent. 

i. Restate the Upjohn warning in all subsequent interviews, 

particularly those that may occur months later 

d. Document all Upjohn warnings 

i. Although the Upjohn warning is usually given orally, a 

printed version of the text of the warning should be 

maintained by the attorney at every interview 

ii. This ensures that every employee receives the same 

warning and helps to avoid any disputes about the content 

of the warning that was given 

iii. The memo of each employee’s interview should note that 

the Upjohn warning was given 

e. Give the employee an opportunity to ask questions about the 

Upjohn warning to ensure that there are no misunderstandings 

 

IV. Considerations When Conducting An Internal Investigation With 

International Implications 

A. Collecting Documents Overseas 

1. Foreign regulatory frameworks require counsel to conduct data collections 

in conformity with limitations found in the data privacy laws of the 

countries in which the documents' custodians are located 

a. For example, European directives generally require that 

employee's consent be obtained before employer processes 

personal data, subject to certain exemptions. 

b. Corporations may collect and review personal information and 

company files without providing this individualized notice so long 
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as the corporation acts in light of “specified, explicit and legitimate 

purposes,” or where enumerated exigent circumstances arise. 

i. Such circumstances include processing that is “necessary 

for compliance with a legal obligation to which the [data] 

controller is subject”; or  

ii. If processing is necessary for the performance of a task 

carried out in the public interest or the exercise of official 

authority. 

c. In some countries, local law may require notification of national 

privacy officials prior to undertaking a collection, even in those 

circumstances in which an exception to general requirements of 

notification and consent seems applicable. 

2. Sometimes must also conform to the rules of the home countries of people 

referred to in the documents. 

3. Important to work with local counsel to consult on country-specific rules. 

B. Extraterritorial Transfers 

1. If data is to be transferred outside the country of collection, privacy laws 

often require that any jurisdiction to which protected data is to be 

transferred meets minimum adequacy requirements relating to the 

protection of data privacy. 

a. Certain jurisdictions have been certified as adequately protective.  

b. The United States has not been so certified, and official approval 

generally is required before transfer of data to the United States. 

2. The United States and European Union (“EU”) have entered into an 

agreement that creates a “safe harbor” for data transfers among companies 

that agree to seven data protection principles.  

a. One principle requires that transferred data must be relevant and 

reliable for the purpose for which it was collected. 

b. Therefore, it is generally a best practice to cull data in-place and 

transfer at most a clearly relevant subset of data to the United 

States. 

3. Once documents are transferred to the U.S., corporations lose whatever 

protection EU and other data privacy regimes may have afforded them 

from producing documents in U.S. judicial proceedings had those 
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documents remained within a foreign jurisdiction whose privacy laws 

restrict their transfer.  

a. Counsel should carefully consider the need to transfer data to the 

U.S. as opposed to conducting a review within the collection 

country; and  

b. Transfer only data necessary to the issues at hand.  

C. Interviews 

1. Counsel conducting an internal investigation for a multinational corporate 

client has several options for ensuring that the interviews and documents 

created as a result of the investigation remain protected from disclosure. 

2. Structure the engagement to ensure that it is construed as touching base 

with the U.S. 

a. Counsel should consider including in its engagement letters a 

reference to potential investigations or litigations in the U.S. as 

part of the scope of the retention. 

b. Focusing the investigation on potential violations of U.S. law as 

the main grounds for the retention should provide a strong basis for 

arguing that the investigation's activities touch base with the U.S. 

3. Consider utilizing foreign outside counsel in interviews in a foreign 

country, in addition to U.S. outside counsel. 

a. Although potentially costly, may provide another layer of 

protection against disclosure.  

b. If a court finds that foreign privilege law applies, participation in 

internal investigation interviews by foreign outside counsel will 

assist counsel in maintaining the privilege given that, 

i. the EU and many countries around the world do not 

recognize the privilege for in-house lawyers; and  

ii. the only attorney-client communications that are 

guaranteed protection are those with an outside attorney 

qualified to practice in the EU. 

D. In-House Legal Counsel in Foreign Countries 

1. Majority of EU countries recognize confidentiality obligations between a 

lawyer and client, but do not recognize privilege for in-house counsel. 
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a. Some EU member states do recognize the privilege for inside 

counsel. 

2. In Akzo Chemicals Ltd v. European Commission (September 14, 2010), 

European Court of Justice affirmed determination that company cannot 

secure confidentiality protection of communications between in-house 

lawyer and employees. 

a. European law requires that the communications must emanate 

from an independent lawyer, not an employee of the corporation. 

b. For companies subject to scrutiny by EU, communications with in-

house counsel may be seized and used as evidence in EU court. 

i. EU authorities may disclose privileged documents to U.S. 

or other authorities. 

3. Since U.S. attorney-client privilege is based on premise that client has a 

reasonable expectation of confidentiality, litigants may argue that U.S. 

companies have no reasonable expectation of confidentiality in 

communications to and from in-house counsel shared with company 

personnel in Europe because they are subject to seizure by the European 

Commission. 

4. Strategy to Protect Privilege 

a. Become familiar with privilege laws in relevant jurisdiction. 

b. Limit privileged information sent from U.S. in-house counsel to 

foreign offices. 

c. Limit foreign offices’ access to U.S. legal department files and 

servers. 

d. Seal and segregate privileged documents. 

5. Involve Local Outside Counsel 
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V. Conclusion 

A corporate internal investigation requires careful consideration and planning, and 

appropriate oversight throughout the process.  It also must be conducted in an independent 

manner free from undue influence.  Once the investigation is completed, it is necessary to 

carefully assess what actions need to be taken and what disclosures need to be made based upon 

the results of the investigation.  A company that fails to follow these guidelines does so at its 

own peril. 
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